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Abstract

In stream processing, managing sensitive information in a timely
manner while ensuring trust remains a significant challenge. When
parties without a priori trust cooperate to execute a streaming appli-
cation, it is difficult to ensure that sensitive data is kept confidential
while guaranteeing that every party executes their code honestly.

This paper presents zkStream: a framework that leverages signa-
tures and zero-knowledge proofs (ZKP) to add trust to streaming
applications that run in the edge cloud, guaranteeing data confi-
dentiality, provenance, and computational integrity. We introduce
two optimizations to minimize the computational overhead asso-
ciated with ZKPs, making our framework suitable for real-world
applications.

We validated our solution with existing benchmarks for stream-
ing applications. Our method achieves an end-to-end latency that
is between 6.5 and 15x faster than a naive implementation, demon-
strating its potential for industrial adoption where trust is critical.
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1 Introduction

Distributed stream processing systems have enabled a new era
of data processing. In this paradigm, software code is executed
across various locations, strategically placed near data sources to
optimize efficiency. Moreover, such a distributed architecture not
only improves scalability and efficiency, but also holds the potential
to safeguard sensitive data.

For example, consider a household equipped with a smart elec-
tricity meter. The electricity supplier wants to aggregate this data
in short intervals to adjust pricing according to the dynamic supply
and demand within the electricity grid [44]. To minimize computa-
tional and network costs, as well as latency, it makes logical sense
to delegate parts of the aggregation operations to a location within
the households, typically referred to as an “edge cloud”.

Two concerns arise in such distributed settings. First, there is the
issue of privacy and confidentiality for data producers: households
share sensitive data, namely their power consumption patterns,
throughout the system. Second, data consumers, here the electricity
suppliers, must place their trust in multiple intermediaries for the
correct execution of their business logic. This is referred to as
computational integrity. Malicious actors — whether data producers,
consumers, or other parties — may violate privacy requirements
or manipulate local code execution to game the system to their
advantage. Moreover, these systems rely on IoT devices that are
operated by non-experts and for which vulnerabilities are rife [3,
16, 57, 60].

In other words, there is a need to establish trust between the
different parties that collaboratively execute a streaming applica-
tion. This need for trust in stream processing extends beyond the
energy and utility sector to applications in the Internet of Things,
real-time financial analytics, fraud detection pipelines, supply chain
management, and more.

Popular streaming platforms, such as Apache Spark [70] or
Flink [19], provide no trust guarantees. Hardware-based trust mod-
ules such as Trusted Execution Environments can be used to pro-
vide computational integrity and data confidentiality, attested to
by a trusted hardware vendor [35, 62, 74, 87]. However, in hostile
environments at the edge, these solutions are prone to complex
attacks [21], exacerbated by the use of heterogenous hardware
and the complicated roll-out of firmware patches for non-technical
users (discussed in detail in Section 2.4).
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In recent years, several software-only techniques have been de-
veloped to establish trust in code in the context of blockchain and
smart contracts. In particular, Zero-Knowledge Proofs (ZKP) are a
strong cryptographic technique that can be used to offer computa-
tional integrity while keeping sensitive inputs confidential [9, 83].

Our work applies digital signatures and zero-knowledge proofs
to add trust to streaming applications. This comes with two chal-
lenges. First, ZKPs require careful consideration to guarantee the
expected trust properties. Second, ZKPs introduce a large computa-
tional overhead and have a non-obvious performance model. We
present these contributions:

o zkStream: an architecture for trustworthy streaming appli-
cations leveraging signatures and ZKPs. We define a trustworthy
system as one that guarantees confidentiality of the sensor data
and intermediate results, traceability of the data provenance, and
computational integrity.

e A library of ‘gadgets’ of aggregation operations used in stream-
ing systems, implemented efficiently for ZKPs.

e Two optimizations to achieve practical performance: (1)
lazy signature verification to outsource expensive signature verifi-
cation from the prover to the verifier, combined with (2) the use of
compact multi-signatures to minimize communication overhead
between the prover and verifier.

We have implemented and evaluated six benchmark programs us-
ing zkStream, in energy prediction and auctioning. We demonstrate
that, while a naive approach results in unacceptable latency for
these typical streaming applications, the optimizations lead to a
trustworthy system that meets practical latency thresholds. More-
over, zkStream is released as open sourcel, and thus is auditable
and publicly verifiable.

2 Problem Statement: Trustworthy Stream
Processing

In this section, we introduce a running example based on the DEBS
2014 Challenge [39]. Next, we define three trust properties — confi-
dentiality, provenance, and computational integrity — and explain
why they are desirable. We also present a generic system and ad-
versary model for the distributed streaming applications we target.

2.1 Running example: electricity load
prediction

Annually, the DEBS conference organizes a challenge in which
teams compete to implement a streaming application. The chal-
lenges have clearly defined requirements and example data, and are
representative of typical streaming applications. In 2014, the chal-
lenge revolved around the prediction of electricity consumption
based on current and historical data from smart electricity plugs
installed in households. We selected this challenge as its use case
inherently demands trust: such predictions of electricity usage are
used to influence production, demand, and trading on electricity
markets.

In this application, a prediction of the electricity consumption is
generated for the next 15-minute interval. We illustrate how this
can be implemented in a streaming system in Figure 1 (without

1At https://github.com/Nokia-Bell-Labs/zkstream
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Figure 1: Pipeline for the load prediction case. Sensors gener-
ate messages (and signatures). The historical operator calcu-
lates an average per time window (and proof), saved in a data
store. The prediction operator uses historical and real-time
data to generate a prediction (and proofs), sent to an energy
supplier. Elements in blue add trust.

the blue parts). A plug generates a reading approximately every
5 seconds, containing the sensor’s ID, a timestamp, and the current
load (in Watt). There are two operators forming a dataflow program.
First, the historical operator calculates historical averages of the
same time interval on the previous 30 days, and stores its results in
a data store. Next, the prediction operator combines real-time data
from the sensor with historical averages from the store to compute
a final prediction. The result is sent to a consumer: an electricity
supplier that uses it to predict future demand.

The challenge prescribes that a prediction should be generated
every 30 seconds. Note that this is different from the rate of incom-
ing events, which is 1 reading every 5 seconds. Data is processed
in tumbling windows of 15 minutes.

This application is one example of a geo-distributed streaming
application that processes sensor data. It exhibits several patterns
that are typical of such applications. We categorize these according
to the programming model features defined by Isah et al. [37]:

o Stateless operations on individual messages: e.g. extracting the
load value from incoming messages.

o Aggregation operations on windows of messages: calculating the
average and median of tumbling windows.

e The combination of real-time and batched data: historical data is
batched and processed in 15-minute partitions and then combined
with real-time data.

e Pipelining: the data is processed in a pipeline of operators that
may execute concurrently.

o A latency threshold: a result is generated every 30 seconds.

2.2 Trust: confidentiality, provenance, and
computational integrity

In conventional solutions to the DEBS challenge and similar appli-
cations, sensor data is sent to external cloud servers for processing.
However, users perceive this as a privacy invasion as it enables
detailed tracking of their electricity usage [20, 56]. Similar concerns
arise when data originates from a company, as knowledge of their
energy usage can allow forecasting production output, resulting in
highly sensitive commercial information being exposed [5, 44].

In general, data owners aspire to maintain the confidentiality of
their data: data consumers may not learn anything beyond allowed
leakage profiles, e.g. aggregated results derived using predefined
algorithms. Consumers should not have access to the original sensor
data, as they are typically sensitive from a privacy or business-
strategic point of view.
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An alternative solution is to perform the predictions locally, in
an edge device or “edge cloud” that is operated by the individual
household (or company). This guarantees that the sensor data never
leaves the data owner’s premises; only the aggregated final predic-
tions are shared. However, in such a set-up a malicious user can
manipulate the results. Moreover, they have a financial incentive
to do so: this may allow them to buy electricity at more favorable
prices. In this case, the electricity supplier cannot trust the results.

In general, data consumers want a guarantee that the data origi-
nated from trusted sensors. We call this provenance: a comprehen-
sive record tracing the data’s lineage, i.e. its origin, where it moved
to, and how it was processed [14]. Moreover, consumers desire com-
putational integrity: a proof that the data was processed using a
predefined algorithm, honestly and accurately, without tampering
with the code or data.

We consider these three properties — confidentiality, provenance,
and computational integrity — as the corner stones needed to pro-
vide trust. To trust that the incoming data was produced correctly,
the consumer requires provenance and computational integrity. To
trust that the outgoing data cannot be misused, the data owner
requires confidentiality.

2.3 System and adversary model

In general, we target geo-distributed applications involving three
parties: sensors that generate readings, data owners (or proces-
sors) who run a streaming application that processes the sensor
readings to results, and data consumers who receive the results.?
We describe a generic system and adversary model.

Sensors. The sensors are IoT devices that emit readings. Typ-
ically, they have limited processing power and stringent energy
requirements. They are deployed in the local network of the data
owner, who has full access to their data.

We assume the sensors function reliably, meaning that their
readings are trusted by both the data owner and the consumer. The
sensors may be supplied by the consumer, while the data owner
installs the sensor in their environment and can verify whether its
readings are honest. The sensors can contain secrets, in particular
signing keys, which may be safeguarded using hardware-based
security modules like Trusted Platform Modules (TPM). (More tech-
niques that provide these guarantees are discussed in Section 7.)

Data owners/processors. The data owners ‘own’ the incoming
sensor data and can choose how it is used. Data owners do not
wish to transmit their data to the cloud, to maintain confidentiality.
Instead, the data is processed on an edge device or “edge cloud”
managed by the respective data owner, which may range from a
Raspberry Pi installed in a household to a server at a company. This
device executes a dataflow program made up of operators, which
continuously takes in sensor data and outputs results to consumers.
Hence, we also refer to this party as the “(data) processor”.

The data is processed in a fully untrusted environment. The
processor can tamper with input data or act maliciously, such as
skewing results, selectively omitting data, or even physical attacks

2This terminology may be slightly confusing in the context of the electricity prediction
use case: the consumer is the electricity supplier that ‘consumes’ the predictions, not
the consumer of the electricity.
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of the device, and may have financial incentives to do so. Moreover,
the edge device also faces many IoT security threats, including
management by non-technical users [55], weak configurations [86],
and slow rollout of security patches [67]. This device may also host
other applications from untrusted parties.

Consumers. Consumers desire correctness of the output stream
produced by the data processor. We interchangeably call them veri-
fiers. We assume a secure communication channel from processor
to consumer, e.g. using SSL. From the point of view of the data
owner, it is important that the consumer does not learn the values
of the individual sensor readings, only aggregated results.

2.4 Applicability of Trusted Execution
Environments

Trusted Execution Environments (TEEs), such as Intel TDX and
SGX, AMD SEV, and ARM TrustZone, establish their root of trust
in hardware. These platforms provide a mechanism to attest to the
computational integrity of code, as well as protecting confidentiality
of data inside the environment. However, in the context of our
system and adversary model, TEEs fall short in several aspects.

First, TEEs have been subject to numerous attacks [1, 21, 81, 82].
This risk is exacerbated when the TEE is deployed at the edge: it is
exactly the operator of this device that has the incentive to attack it.
(Currently, TEEs are often deployed in the cloud to protect against
attacks from the outside, not from the operator of the device.)
Moreover, patch management is tricky in our setting: vulnerabilities
require firmware updates by non-technical users or may even need
new hardware.

Second, TEEs require trust in vendors to implement the hardware
correctly, while a software solution can be publicly audited. TEEs
also depend on the vendor to provide timely patches for vulnerabil-
ities for the device’s whole lifecycle. In contrast, a software-based
approach is easier to update.

Finally, IoT set-ups may depend on heterogeneous hardware.
TEEs are vendor-specific, each with their own unique requirements,
trust assumptions, update management protocols, and vendor-
specific attestation reports. This heterogeneity increases devel-
opment effort, expands the attack surface, and complicates the
deployment of security patches.

The aim of this paper is to explore the use of a fully cryptographic
approach, using ZKPs, as an alternative for a hardware-based ap-
proach using TEEs in this context. We discuss the trade-offs between
ZKPs and TEEs in Section 8.

3 Background: Verifiable Computation using
Zero-Knowledge Proofs

In this section, we introduce Zero-Knowledge Proofs, in particular
zk-SNARKs, and the ZoKrates language.

Zero-Knowledge Proof. A Zero-Knowledge Proof (ZKP) is a tech-
nique that allows one party — the prover - to convince another
party — the verifier — that a given statement is true, without re-
vealing anything besides the fact that the statement is true [30].
ZKPs are used to prove that a computation was performed correctly
(computational integrity), without revealing any intermediate val-
ues (confidentiality). To do so, the prover runs a program on top of



MIDDLEWARE 24, December 2-6, 2024, Hong Kong, Hong Kong

def main(private field a, private field b) -> field {
assert(a > 1 & b > 1);
return a * b;

Listing 1: Proving knowledge of factors.

a proof system (e.g. Groth [32]) that generates a proof along with
the program’s output. The prover then sends the output and the
proof to the verifier. The verifier runs a verification procedure that
will convince it that the given output is a valid result of the given
program, without needing to re-execute it. Moreover, programs
can have public and private (or secret) inputs; the proofs are called
zero-knowledge because verifiers only need the public inputs.

More formally, a Zero-Knowledge Proof allows a prover to con-
vince a verifier of the statement that 3w : f(x, w) =y, i.e. that the
function f produced an output y for a public input x and a private
input w. The proof is denoted 7. A ZKP system has the following
properties:

e Completeness: if the statement is true, an honest prover can
convince an honest verifier of this fact.

o Soundness: if the statement is false, a cheating prover cannot
convince an honest verifier that it is true, except with some
extremely small probability.

o Zero-knowledge: the verifier learns nothing other than the fact
that the statement is true.

Note that a Zero-Knowledge Proof is not a mathematical proof,
rather it is a probabilistic ‘proof” or argument of knowledge that
convinces the verifier with a small soundness error. In a secure
scheme, this error margin is negligible.

zk-SNARK. One of the most widely used types of ZKP is a Suc-
cinct Non-interactive Argument of Knowledge (zk-SNARK) [9].
zk-SNARK systems generate proofs with a small size (e.g. 256 byte,
hence “succinct”) and constant-time verification costs (in the range
of ms), even for arbitrarily large programs. To generate a zk-SNARK,
a program is typically transformed to an arithmetic circuit: a di-
rected acyclic graph in which the edges or “wires” carry integers
and the nodes or “gates” perform addition or multiplication. An
arithmetic circuit can be transformed to a set of constraints (e.g. an
R1CS or Rank-1 Constraint System), i.e. the relations encoded in the
circuit that must be satisfied during its execution. If the constraints
hold, the circuit was executed correctly, hence the program was
executed correctly. There are several proof systems that generate
zk-SNARKSs [32, 33, 42, 63], as well as other proof systems (e.g.
zk-STARK [8]). For detailed descriptions we refer to Parno et al.
[63], Walfish and Blumberg [83].

ZoKrates. There are several tools and frameworks to create ZKPs.
Developers can manually construct an arithmetic circuit using low-
level libraries, or a language like Circom [7].® There are also higher-
level programming languages that compile to arithmetic circuits,
including ZoKrates [25], Noir, Leo, Cairo, and Lurk.* As programs
are compiled to a fixed circuit, these languages require programs to
have a static size. For example, in ZoKrates, for loops must have a

3https://github.com/filecoin-project/bellperson, http://arkworks.rs,
https://docs.circom.io

4https://noir-lang.org, https://leo-lang.org, https://cairo-lang.org,
https://lurk-lang.org. Lurk supports recursion.
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static bound and are unrolled by the compiler. Variables, including
the inputs, must also have a static size.

We use ZoKrates in this paper. A ZoKrates program contains
a main function that can take private and public arguments and
returns a public output. Listing 1 shows a program that proves
knowledge of the factors of a large number, without revealing the
factors themselves (the “Hello World” of ZKPs). The type field
refers to an integer in a finite field.

In this program, we must also assert that a and b are not 1;
otherwise, it would be trivial to generate a valid proof without
actually knowing the factors. This illustrates how a ZKP must
be constructed taking into account the interests of all parties: the
keyword private is crucial to guarantee confidentiality to the prover,
while the assertion is crucial to guarantee integrity to the verifier.
In general, ZK programs are tricky to write robustly: a small bug
can easily violate either property and such bugs have been found
in widely used applications [2, 50].°

Phases. Generating a ZKP consists of the following steps:

e Compilation: a program is compiled to constraints.

o Set-up: the verifier generates a proving key that is sent to the
prover and a verification key for itself.®

e Computing the witness: the prover evaluates the constraints
with the (public and private) inputs and computes a witness. The
witness is a ‘trace’ of the program execution that contains the
values used in the constraints.

e Proving: using the witness and proving key, the prover generates

a proof. There are several proof systems. We use groth16 [32]

in which the proof is comprised of three elliptic curve points,

amounting to only 256 byte.

Verification: the verifier verifies the proof and the public inputs

and outputs with its verification key.

For a program that computes the SHA-256 hash of 256 bytes, on
a typical laptop, compilation takes 19 s, set-up is 8 s, computing the
witness takes 6 s, proving 7 s, and verification only 16 ms. This illus-
trates the large computational overhead of ZKPs: when computing
the witness every operation of the arithmetic circuit is emulated
in a finite field, and generating the proof requires constructing
high-degree polynomials.

4 Trustworthy Stream Processing using
Zero-Knowledge Proofs

In this section, we introduce zkStream. We first describe the general
architecture, in which sensors attach signatures to their measure-
ments and operators add proofs to their results (Section 4.1). Next,
we describe how operators can run efficiently in the context of ZKPs,
on single messages (Section 4.2) and on windows of messages (Sec-
tion 4.3). Then, we show how real-time and batched data can be
combined and how this model supports operator pipelining while
preserving confidentiality (Section 4.4). Finally, we summarize the
complete protocol (Section 4.5 and Table 1).

SFor example, the multiplication in our example program can overflow, which may be
problematic depending on the use case.
OThis is a trusted set-up; some proof systems do not require this.
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4.1 Architecture

A dataflow program can be represented as a graph: messages origi-
nate in sensors (sources), flow through operators, and are eventually
sent to consumers (sinks). Figure 1 showed how this applies to the
energy prediction case. To add trust, we rely on two cryptographic
techniques: signatures and zero-knowledge proofs.

A message m = (spp,t,0) is composed of a sensor ID spp, a
timestamp ¢, and a payload value v. The sensor signs each mes-
sage using a public-key signature scheme, i.e. it has an embedded
secret key sk and a public key pk, and generates the signature
o = SIG.sign(sk, (sip, t, hash(v))). Here, SIG(keygen, sign, verify)
is a standard public-key signature scheme. The public key is made
available to all parties via standard protocols, and uniquely identi-
fies the sensor.

Sensors send their messages and accompanying signatures to
operators. The operators verify incoming messages using the sig-
nature and the sensor’s public key, i.e. SIG.verify((sip, t, hash(v)),
o, pk). This ensures the messages are authentic and originate from
a known and trusted sensor. The operator then performs its com-
putation, resulting in an output value v,. Both steps — signature
verification and actual computation — are executed in a ZKP sys-
tem but the sensor values are kept secret. This generates a single
zero-knowledge proof, thus proving that the computation was per-
formed correctly and that it used authentic sensor readings to do
so, while keeping the sensor values secret. The proof r is then sent
along with the result r = (sp, t,9,) to the consumer. The consumer
thus only receives non-confidential values.

The consumer verifies the proof using the ZKP’s verification
function, i.e. ZKP.verify(v,, 7). Hence, zkStream already satisfies
our three trust properties:

Confidentiality The operator only shares the result and a succinct
proof with the consumer. Confidentiality is maintained thanks
to the zero-knowledge property of the proof system: from these
values alone, other parties cannot deduce the original sensor
readings.

Provenance Signatures trace the data provenance, proving that a
value originated from a trusted sensor. By verifying the signa-
tures in the proof, the proof in turn certifies its inputs’ origins to
downstream parties. Hence, it suffices for a verifier to verify the
proof to ensure the data origin, without needing access to the
individual sensor values.’

Computational Integrity Given the result and proof, the con-
sumer can verify the proof to conclude that the operator was
executed correctly.

In the rest of this section, we will delve into what is needed to
execute these steps in practice and how to apply them to a pipeline
of multiple operators.

4.2 Stateless operations on single messages

The approach outlined in the previous section requires the oper-
ator’s code to be executed on top of a ZKP system. As explained
in Section 3, ZKP systems based on SNARKs have limitations on

"The prover may also make some of the messages” metadata public so that the consumer
can verify if the appropriate inputs were used, e.g. to check uniqueness (preventing
replay attacks) or freshness (timestamps).
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which code can be executed (efficiently). In this section, we describe
some factors to consider when adapting code to run in a ZKP.

Data format and operations. Operations on integers are handled
efficiently in many ZKP schemes because they natively support
arithmetic in (large) finite fields. In contrast, operations on floating-
point numbers and arbitrary-length string operations (e.g. JSON)
are much less efficient as they require emulation and non-native
processing.® In fact, ZoKrates only supports integer and boolean
types, and arrays, tuples, and structs that are a composed of these.

For example, the data for the energy prediction case is repre-
sented as decimal numbers, expressed in Watt (e.g. 1.23 W). In our
implementation, we multiply these numbers by 1000 and convert
them to integers. We assume the sensors output and sign these inte-
ger values. This is necessary to make our implementation feasible.

Hashing and signature verification. Operators must verify the
signatures of incoming messages. In our baseline implementation,
we use the EdDSA signature scheme, which is based on elliptic
curve operations. When the base field of the elliptic curve used for
signatures is the same as the scalar field used for arithmetization
of the ZKP (in our case the scalar field of the BN128 curve), signa-
ture verification can be executed efficiently in the ZKP. However,
this assumes the sensors use this particular signature scheme. We
address this limitation in Section 5, where we introduce a more
versatile approach.

To verify signatures the hash of the value must be recomputed.
This is expensive in ZK using a typical hash function. More efficient
hash functions have been developed; we use the Poseidon hash
function [31], which works natively in the finite field and can be
compactly represented as a circuit.

4.3 Aggregation operations on windows of
messages

Streaming applications typically partition messages into windows
to perform aggregation operations. As mentioned in Section 3, ZKP
systems based on arithmetic circuits require the program and input
to have a fixed size, which obviously affects aggregation operations.
Furthermore, a straightforward translation of the operation can be
inefficient, so a ZKP-specific implementation is needed.

We developed a ZK-friendly implementation’ of the 22 aggrega-
tion operations supported by Apache Flink [19] SQL,'° as well as
the median. In analogy with Campanelli et al. [17], Chen et al. [22],
we refer to these as gadgets: small, specialized and efficient proof
components that can be composed and re-used as part of a larger
proof. We describe some common patterns below.

Windows and padding. Streaming platforms typically support
three types of windowing operations — tumbling, sliding, and ses-
sion windows [37] — which may include a varying number of mes-
sages. As ZKPs require fixed-size inputs, we set the window size to
the maximum number of messages that can appear in a window and

8For example, zkjson (https://github.com/chokermaxx/zkjson) states that “proof gen-
eration takes hours.”

9 Available at https://github.com/Nokia- Bell-Labs/zkstream/tree/master/zkgadgets.
Ohttps://nightlies.apache.org/flink/flink-docs-release- 1.18/docs/dev/table/functions/
systemfunctions/#aggregate-functions. The three operations that use JSON or strings
are not supported.
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def average<N>(u64[N] vals, u32 n) -> u64 {
u64 mut sum = 0;
for u32 i in 0..N {
sum = sum + ((i < n) ? vals[i] : @); // ignore padding messages
3

return sum / cast(n); // floor division; cast n from u32 to u64

3
def median<N>(u64[N] vals, u32 n) -> u64 {
for u32 i in 1..N { // assert that results are sorted
assert(i < n ? vals[i - 1] <= vals[i] : true);

u2i=n/2;
return (n % 2 == @) ? (vals[i - 1] + vals[i]) / 2 :
3

vals[il;

5| def stddev<N>(u64[n] vals, u64 stddev) -> u64 {

u64 var = variance(a); // code to calculate variance not shown here
assert(stddev * stddev <= var && (stddev + 1) * (stddev + 1) > var);
return stddev;

Listing 2: Average, median, and std. deviation in ZoKrates.

pad the input with ‘zero’ messages. During subsequent operations,
these padding values are discarded.

Listing 2 shows our average gadget. It is calculated as usual, except
that a generic parameter N indicates the static size of the loop, while
the parameter n contains the number of actual, non-zero messages.
For the load prediction case, data is processed in tumbling windows
of 15 minutes of up to 180 messages: by calling average: :<180>(vals,

n), the ZoKrates compiler will unroll the for loop to 180 iterations.

Sorting. Calculating a median requires sorting a list, which is
prohibitively expensive using arithmetic circuits as the whole sort-
ing algorithm must be unrolled. Hence, we use a trick: the data is
sorted outside the proof, and in the proof we only assert that they
are sorted correctly. The median gadget is shown in Listing 2. Note
that this trick requires a permutation check to ensure all values
were included exactly once. This task is delegated to the verifier,
which must check the program’s inputs anyway. However, this is
tricky, as the verifier can only see public inputs (e.g. message IDs)
while the actual values are secret. Hence, (1) the verifier checks
whether all messages were included once using their public ID,
(2) the signature verification in the proof ensures that each message
ID was tied to the corresponding value, and (3) the code for the me-
dian checks that the secret values were sorted correctly. This trick
is also used for other operations that require sorting, like maximum
and percentile.

Non-polynomial functions. Non-polynomial functions, such as
calculating a square root, are not natively supported in ZK. One
solution is to rely on a polynomial approximation [47]. For the
square root however, we calculate the result outside the proof and
then inside the proof check that it is correct by squaring. This is
shown for stddev in Listing 2.

4.4 Combination of real-time and batched data
and pipelining using confidential proof
chaining

Streaming applications often combine real-time measurements with

batched, historical data [48]. They are split into multiple operators

that can execute concurrently, with some operators executing more
frequently than others. We create one ZKP per operator, allowing
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us to execute operators independently and concurrently and cache
intermediate results and proofs. This was illustrated for our use
case in Figure 1.

This means an operator can now accept inputs not only from
sensors, but also from previous operators or from a data store. While
the sensor readings come with a signature, the intermediate results
produced by previous operators come with a proof. Throughout
the pipeline, all proofs that contribute to a result are accumulated,
and in the end they are all sent to the verifier ({r} in the figure).
This allows the verifier to check that each operator was executed
correctly.

However, this introduces an additional challenge: a naive imple-
mentation of this idea exposes intermediate results to the verifier,
breaking confidentiality. This is unacceptable. Hence, we introduce
a technique we refer to as confidential proof chaining. We make
the following modifications:

o An operator i whose output v is confidential will create a commit-
ment h = hash(v, s) (with s arandom salt) to the output, returning
the commitment publicly and the actual result v privately.

o At the start of operator i + 1 that takes in the previous operator’s
result, the commitment is recalculated. In other words, this op-
erator takes both the value v and the salt s as secret inputs and
outputs k = hash(v, s) publicly. The operator then uses v in its
subsequent computations.

o The verifier verifies the links between the operators by checking
that the commitment created by operator i is the same as was
recalculated in operator i + 1.

A commitment scheme is a cryptographic primitive that allows
one to ‘commit’ to a value (the binding property) while keeping it
hidden to others (the hiding property). Here, we generate a commit-
ment using a collision-resistant hash function. If a later operator
can regenerate the same hash, it must know the same value (binding
them). Adding a secret salt is crucial for confidentiality (hiding):
without a salt, the hash is vulnerable to dictionary attacks, as the
range of v is typically known.

However, we run into a limitation of ZKP systems: all compu-
tations must be deterministic so we cannot generate a random
number. Hence, the processor generates the salt outside the proof
and passes it into the proof as a secret input. It must generate the
random salt in a cryptographically secure manner and must keep
it secret. Fortunately, it is in its best interest to do so, because it
is exactly this party — the prover — that wants to keep the value
confidential.

Execution characteristics. This technique enables several features:

Pipelining Operators in a pipeline can execute concurrently, in-
cluding proof generation.

Parallel execution Multiple invocations of a stateless operator
can be executed in parallel, e.g. when processing data from mul-
tiple sensors.

Distribution Operators can be distributed across multiple ma-
chines; confidential proof chaining ensures that confidential in-
termediate results are not exposed.

Stateful operators This technique can also be used to create state-
ful operators, by passing the state as a confidential value from
one to the next invocation of the operator.
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Caching Results that are re-used can be cached, including proof
generation. This does not require special trust or integrity prop-
erties from the storage system, so existing databases, caching, or
storage infrastructure can be re-used.

In the load prediction case, we apply this to pre-calculate and
cache the results of the historical operator (cf. Figure 1). Thus,
when a new sensor value comes in only the prediction operator is
executed, and latency is determined solely by this operator.

4.5 Summary

We now have a complete framework to create trustworthy stream-
ing applications, which we refer to as zkStream. Table 1 contains
the full protocol that should be applied to the sensors, processors
(prover), and consumers (verifier). Sensor values as well as inter-
mediate results are kept confidential, provenance is provided
through signatures and proofs, and computational integrity is
guaranteed using ZKPs.

Finally, we remark that the verifier must not only verify proofs,
but also check their public inputs (e.g. correct timestamps, signed
with a public key from a trusted sensor).

5 Optimizations: Lazy and Compact Signature
Verification

In this section, we first examine the performance of the approach
from the previous section for our running example (Section 5.1).
This shows that the latency is too high, mainly due to the cost of
signature verification. Hence, we present two optimizations: lazy
signature verification (Section 5.2) and compact multi-signatures
(Section 5.3).

5.1 Performance analysis of the naive approach

We implemented the DEBS challenge using the approach of the
previous section — the “naive” approach. Results are shown in Ta-
ble 4 (page 9) and will be discussed in detail in Section 6. In the first
column, which shows this approach, we see that the end-to-end
latency is 56 seconds. This exceeds the predefined threshold of
30 seconds of the DEBS challenge (cf. Section 2.1).

We now break down the cost of each part of the prediction oper-
ator. We first describe how we measured these results, as they are
approximations, and then examine the results.

Our implementation is built on top of ZoKrates. This environ-
ment does not allow profiling code, as during proving the whole
set of constraints is processed at once. We therefore ‘profile’ our
program by slicing the prediction operator into four subprograms,
shown in Table 2. Then, we measured the time to compute the
witness and generate the proof of each part. Due to limitations on
how we can measure ZoKrates programs, there are some constant
costs, hence, the sum of these results is larger than the execution
time of the original program. Our aim is not to get an accurate
measurement of the absolute cost of each part, but to get an idea of
their relative costs, to know which part to optimize.

Table 2 shows the results. We see that the cost of the actual com-
putation is small. This is expected for our application: it consists of
a small number (100s) of arithmetic operations, namely to compute
the index of a median and to calculate an average. We also see
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Sensor. The sensor with ID s;p and secret key sk generates a reading
with value v at timestamp ¢:

- Gather message Set m « (sp, ,0)

- Compute hash h « hash(v)

- Compute signature o « SIG.sign(sk, (sip, ¢, h))

- Output Output m and o

Processor. An operator computes f, on sensor readings {m;;, ..
with signatures {0, ..., 0} and previous operator outputs
{rk, ..., r1} with hashes {hy, ..., h; }, and with salt s,:

In proof:

.,mj}

- Verify signatures For each m € {m;,...,m;} and corresponding
o€ {oj...0}:
% Set (sip,t,0) < m
% Retrieve PKs « PKl(s)p)
% Compute h « hash(o)

% Check that 1 Z SIG.verify((sip, £, h), o, PKy)
- Commit to inputs from operators For each r € {ry, ..
and corresponding h € {hg, ..., h;}:
* Set (spp,t,0,8) < r
# Check that h z h’ < hash(v,s)
Set '/’{,A — (’h;\-, s h[)
- Computation v, «— f(m;,....mj,rk,...,r7)
— Output If the operator’s output is public:
* Output publicly: (vo, H;)
If the operator’s output is confidential:
* Compute h, < hash(v,,so)
# Output publicly: (ho, H,) and privately: (v, so)

STL)

The prover generates a proof 7.

Consumer. The verifier checks for every operator, with output
(vo, Hy) or (ho, H;) and proof x:
- Verify proof If the output (v,, H,) was public:

% Check that 1 = ZKP.verify ((vo, Hy ), )

If the output (ho, H, ) was confidential:

% Check that 1 £ ZKP.verify((ho, Hy), 1)
- Verify commitments to inputs For each h; € /-

* Check that h; z ho i (check that the commitment of the current

operator is the one output by the previous operator)

Table 1: Protocol for verifiable stream processing via ZKPs
with signature verification in proof. The blue parts are only
needed if the operator takes in sensor readings; the green
parts if the operator takes in previous operators’ (confiden-
tial) outputs; and the red part if the output is confidential.

that the cost of hashing is relatively small: this is thanks to the ZK-
friendly Poseidon hash.!! However, signature verification almost
completely dominates execution time. Even though the EADSA sig-
nature scheme is executed efficiently in an arithmetic circuit, it is
still very costly in practice. Hence, we focus on optimizing that.

e also performed experiments using the SHA-256 hash (not discussed in this paper),
which we found to be 10-100X more costly.
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Compute witness Prove
S % S %
Complete prediction operator | 20.50 100% | 35.81 100%
Compute 180 Poseidon hashes | 2.84 14% | 6.49 18%
Verify 180 EdDSA signatures | 20.03 98% | 34.91 97%
Verify 30 hashes of prev. results | 2.18 11% | 4.84 14%
Predict (median of 30, avg of 180) 2.90 14% 6.58 18%

Table 2: ‘Profile’ of the prediction operator: the time to run
and prove subprograms of the operator. Averages of 30 runs.
We also show the result relative to the complete program.

5.2 Lazy signature verification

To optimize signature verification, we propose to perform it outside
the proof. This requires outsourcing it to the verifier, as code exe-
cuted by the prover outside a proof cannot be trusted. The complete
protocol is described in Table 3 (without the green parts for now).
It differs from the previous approach as follows:

(1) The sensor should generate a random salt for each message, and
signs the salted hash.

(2) For each sensor reading, the prover takes in the value and salt
as private inputs, and recomputes the hash. The hashes are
returned as a (public) output.

(3) The hashes computed in the proof and signatures coming di-
rectly from the sensor are sent from prover to verifier. (The
values and salts are not; they remain confidential.)

(4) The verifier:

— Verifies the proof: this ensures the program was executed
correctly for the given public inputs and outputs, thus linking
the confidential messages (m;;, ..., m;) to their public hashes
(hi, ..., hj).

— Verifies that each signature o; (sent out-of-proof) is valid for
the corresponding hash h; (output of the proof), using the
sensor’s public key.

This protocol still guarantees trust:

Confidentiality The sensor readings are never sent to the verifier,
only a salted hash of their value is. Hence, the verifier cannot
deduce the original values. Note that, in contrast to the previous
approach, it is crucial that the hash is salted with a secret salt to
prevent dictionary attacks.

Provenance The verifier possesses the sensor’s public key and
uses it for signature verification, ensuring that the data came
from a trusted sensor.

Computational Integrity The verifier knows: (1) that values from
a trusted sensor were used, by verifying the signatures, (2) that
the program was executed correctly, by verifying the proof, and
(3) that the signed values from step 1 were actually used as inputs
to the program verified in step 2, by using the hashes that were
output by the program to verify the signatures.

This optimization eliminates the most expensive step and thus
greatly reduces proving time. In exchange, the verification time
slightly increases as signatures are now verified in the verifier,
although this is much cheaper than before as it can happen outside
ZK. Performance measurements will be provided in Section 6.
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Sensor. The sensor with ID s;p and secret key sk generates a reading
with value v at timestamp ¢:

- Generate salt Set s < random value

— Gather message Set m « (sp, £, 9,5)

— Compute hash h < hash(o,s)

— Compute signature o < SIG.sign(sk, (sp, %, h))

- Output Output m and o

Processor. An operator computes f, on sensor readings {m;, ..
with signatures {oj, ..., 0} and previous operator outputs
{rk,...,r1} with hashes {hg, ..., h; }, and with salt s,:

In proof:

.,mj}

— Commit to sensor inputs For each m € {m;, ..
« Set (sip, 1,0,8) «— m
% Set h; < hash(v,s)
Set Hyy, «— (hi, ..., hj)
- Commit to inputs from operators Unchanged.
- Computation Unchanged.
— Output If the operator’s output is public:
* Output publicly: (vo, Hm, Hr)
If the operator’s output is confidential:
% Compute h, < hash (oo, so)
* Output publicly: (ho, Hm, H;) and privately: (vo, So)

. m]}

Outside proof:
- Aggregate signatures oggg9 < S1G.aggregate(oy, ..., 0;)

The prover generates a proof 7, and a list of signatures
% « (0i, ..., 05) or an aggregate signature og.

Consumer. The verifier checks for every operator, with output
(v, Hm, Hy) or (ho, Hym, Hy), proof 7, and X or 0,44
- Verify proof If the output (v, H,p,, H;) was public:
% Check that 1 = ZKP.verify ((vo, Hm, Hy), )
If the output (ho, Hn, H;) was confidential:
* Check that 1 z ZKP.verify ((ho, Hm, Hy), )
- Verify commitments to inputs Unchanged.
- Verify signatures For each h; € H,, and corresponding o; € X:
% Retrieve PKs « PKI(spp)
% Check that 1 Z SIG.verify((sio, £, hi ), o7, PKy)
- Verify aggregate sig. Create M = () and PK = ().
For each h; € H,y,:
* Retrieve PKs « PKI(s)p) and add it to PK
* Add (sip, t, hi) to M
Check that 1 z SIG.verify (M, agg, PK)

Table 3: Protocol for verifiable stream processing with lazy
signature verification and compact multi-signatures.

A drawback of this optimization is that a lot more metadata needs
to be sent to the verifier: the hashes and signatures of all values
that were used in the operator. For the load prediction example,
this corresponds to approximately 23 kB additional metadata, while
the actual ZKP is only 256 B.

5.3 Compact multi-signatures

Now that signature verification is performed natively by the ver-
ifier, we are no longer limited to signature schemes that execute
efficiently in ZK. This enables a second optimization: we reduce the
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metadata that is transferred alongside a result by using an aggregate
signature scheme.

An aggregate signature scheme allows the signatures of many
messages to be combined in a single, compact aggregate signa-
ture. We use the Boneh-Lynn—-Shacham (BLS) [10, 11, 38] scheme.
In particular, the function SIG.aggregate(oy, ..., 0,) creates an ag-
gregate signature gggq that is only as large as a single signature.
SIG.verify (M, 0qgq, PK) verifies the aggregate signature with the
messages M and public keys PK.

In Table 3 (the green parts), this is applied to our protocol: the
prover now aggregates all signatures and the verifier verifies the
hashes with the aggregate signature. As such, only one signature is
sent from prover to verifier.

BLS allows aggregate signatures from different public keys as
well, so an operator can combine readings from different sensors.
The verifier only needs to be aware of the sensor ID for each mes-
sage (in the correct order).

This optimization adds a step to the prover, but as this can be
done outside the proof, it is fast (16 ms for our running example
to aggregate 5400 signatures). In exchange, the communication
overhead from prover to verifier decreases.

6 Performance Evaluation

We evaluate the performance of zkStream using six benchmarks:
the DEBS 2014 challenge (load prediction), energy flexibility, and
four NEXMark queries (auctioning).!?

6.1 Experimental set-up

Experiments ran on a machine with two Intel Xeon Gold 5318Y
CPUs (each has 24 physical cores and 48 threads, with a 2.10 GHz
base and 3.40 GHz max frequency) totaling 96 logical cores and
256 GB RAM. We used ZoKrates 0.8.7 [88], the blst library 0.3.10 [77],
and the babyjubjub_rs library dated 2023-05-04 [4].

We measure the time to perform different phases of the appli-
cation (cf. Section 3), implementing both the naive approach as
well as the optimizations described in this paper. We look at the
following metrics:

e Compilation and set-up only happen once per deployment and
do not affect performance at run time. We only show them for
completeness’ sake.

o The prover has to compute the witness and prove for an oper-
ator, and aggregate signatures.

o Verification includes the time to verify the proofs, the signatures,

and the metadata checks.

Based on these, we calculate the end-to-end latency: this is the

time between a new sensor reading coming in and the consumer

having a verified result.

e We calculate the data transfer from prover to verifier, including
the proofs, public inputs and outputs'?, signatures, and other
metadata (e.g. public key, timestamps).

12All code is available at https://github.com/Nokia-Bell-Labs/zkstream.

13We calculate this number based on the actual implementation, which is suboptimal
in some places. For instance, ZoKrates represents all integer types (u8, u32...) using
256 bit.
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Naive .Lazy Corr%pe%ct

sig. ver.  multi-sigs

Hash function Poseidon  Poseidon Poseidon

Signature scheme EdDSA EdDSA BLS
Compile historical (s) 327.52 70.60 70.45
Compile prediction (s) 341.49 79.76 79.99
Set up historical (s) 31.78 3.87 3.86
Set up prediction (s) 32.23 4.35 4.38
Comp. witn. historical (s) 19.94 1.78 1.80
Comp. witn. prediction (s) 20.25 2.05 2.07
Prove historical (s) 34.64 4.17 4.19
Prove prediction (s) 35.13 4.63 4.66

Aggregate signatures (s) 0.016

Verify (s)  0.71 3.51 1.92

End-to-end latency (s) 56.09 10.19 8.67

Data transfer (MB/h) 4.37 8.06 5.93

# constraints historical 3,162,491 295,001 295,001

# constraints prediction 3,207,083 339,593 339,593

Table 4: Performance measurements of the DEBS bench-
mark, implemented using the naive approach and the two
optimizations. Each result shows the average and

of 30 runs.

e Last, we list the number of constraints for the compiled cir-
cuits. More constraints increase witness computation and proving
times; verification time is constant.

Reported times are averages of 30 runs.

6.2 DEBS 2014 challenge: load prediction

We first look at the DEBS 2014 challenge, which was introduced in
Section 2.1. Table 4 shows the performance results of the different
phases of this program.

We first remark that the variation on the results is very low:
this is logical as arithmetic circuits are deterministic and have a
fixed size. Next, we observe that throughout the table, times for the
prediction operator are slightly higher than those for the historical
operator. This is explained by the fact that prediction performs more
work than historical (cf. Section 2.1).

End-to-end latency. We focus on prediction, as this operator deter-
mines the end-to-end latency: this is the sum of the time to compute
the witness and prove for the prediction operator, aggregate signa-
tures (if applicable), and verify everything. We assume results and
proofs of the historical operator are pre-calculated and cached (but
not yet verified). The components contributing to the end-to-end
latency are visualized in Figure 2.

When comparing the naive approach and the first optimization,
we see that verifying signatures outside the proof greatly decreases
the number of constraints, thus reducing the time to compute the
witness (from 20 to 2 s) and to prove (from 35 to 5 s). In exchange,
verification is 2.8 s slower. Overall, the end-to-end latency decreases
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Figure 2: Breakdown of the components of the end-to-end
latency, for the naive approach and the two optimizations,

for the load prediction case.

from 56 s to 10s. As the DEBS challenge specified a threshold of
30 s, the naive approach is not acceptable while the optimization is.

For the second optimization, the code in the proofs is unchanged,
hence these results are the same. The prover only spends an ad-
ditional 16 ms to aggregate all signatures. As a result, verification
is faster: it is faster to verify one aggregated BLS signature than
4156 EdDSA signatures (of all historical and current readings). As a
result, the end-to-end latency is 6.5x lower than the naive approach.

Communication. We calculate the data transfer on an hourly
basis based on the fact that the historical operator executes every
15 minutes and prediction every 5 seconds. Although a zk-SNARK
is a succinct proof — only requiring 256 byte per se — there is a
much higher communication overhead in a real implementation,
due to additional metadata needed by the verifier. For the naive
approach, this is comprised of all public inputs and outputs to the
programs. Lazy signature verification increases the overhead: it
requires a Poseidon hash (32 byte) and an EdDSA signature (96 byte)
to be sent to the verifier for all 4156 sensor readings. Aggregated
signatures decreases this: this optimization requires all hashes but
only a single BLS signature (96 byte). The naive approach requires
neither. However, overall, a communication overhead of a few MBs
per hour remains very low.

Comparison with conventional solutions. We briefly compare our
approach with existing solutions (without trust) to the DEBS 2014
Challenge. These solutions have a wide variation in performance
results, with latencies of < 1 ms to > 2000 ms [34, 53] and through-
puts of 2500 to 1 million events per second [54, 76], on a large range
of hardware. In contrast, our approach, even with modern hard-
ware and only processing data from a single power plug, is orders
of magnitude slower. Hence, we do not claim the performance of
our solution is within the range of a conventional one. Instead, we
argue it is now feasible to add trust based on ZKPs to streaming
applications where it is crucial, as the overhead is within practical
latency thresholds.

We also note that the architecture is very different. In the existing
solutions, all data is sent to and processed by centralized servers.
In our approach, data is processed in a decentralized manner on
devices in each household (at the edge) and a centralized server
merely verifies the results. This allows greater scalability, while of
course providing the privacy guarantees we aimed for.
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Figure 3: Breakdown of the end-to-end latency for the energy
flexibility use case.

6.3 Energy flexibility

Our second case is based on a real-world need for “energy flexibil-
ity”: an energy grid operator can request a consumer to increase or
decrease their electricity consumption to better balance the grid.
For example, British Gas runs a program in which households can
get a message that a “saving session” is upcoming, e.g. on a dark
winter evening [13, 45]. Households that reduce consumption by
30% get a financial reward.

We implemented this use case using the same sensor data as the
DEBS benchmark, but applying a different algorithm. Again, we
assume the households do not want to leak their detailed usage, but
the grid operator needs proof that the consumer really changed their
consumption before handing out a financial reward. Our algorithm
takes in 10 minutes of sensor data (120 readings) before the start
of the saving session and 5 minutes afterwards (60 readings). We
calculate the average electricity usage before and after this time
point, and calculate the difference between the two averages. Hence,
the algorithm only leaks how much the household increased or
decreased consumption, but not their actual usage.

Figure 3 shows the performance. The naive approach takes 26 sec-
onds, while the optimized versions take less than 2 seconds (15x
speed-up), again trading a much faster time on the prover’s side
for a slight increase in verification time. A lower latency means the
grid operator can rely on the correctness of this data earlier.

6.4 NEXMark: online auctions

The NEXMark benchmark suite is widely used for streaming sys-
tems [80]. It consists of an auction system (e.g. eBay). There are
three tables: (1) users, (2) auctions, containing the item name and
the seller’s ID, and (3) bids, containing the auction ID, the buyer’s ID,
and a price. Our sample data comprises 25 auctions (in 5 categories)
with 500 bids (averaging 20 bids per auction) by 5 users.

We consider the bid’s price and auction ID as confidential. In
other words, sellers receive bids but want to keep confidential for
which auctions and at which price. However, at the same time we
want to guarantee to other users that the seller answers queries
about its auctions honestly.

The original NEXMark suite consists of eight queries, shown in
Table 5. We note that queries 3 and 8 operate only on public data,
thus they do not need our system. Queries 1 and 2 leak confidential
data by construction; hence we disregard them too. In the end,
zkStream is applicable to four queries that operate on and aggregate
confidential data. We applied the protocol of Section 4.1 to these.

Figure 4 shows the latency of the queries. We see that our first
optimization greatly reduces the latency for all queries, from several
minutes to less than 45 seconds (speed-ups of 8 to 11x). For this
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Description Included? Description Included?
1 Currency conversion X (leak) 5 “Hot” auctions v
2 Selection of bids X (leak) 6 Avg. price per seller v/
3 Find local auctions X (public) 7 Highest overall bid v

4 Avg. price per category v/ 8 New users X (public)
Queries annotated with “X (public)” are not included as they only operate
on public data, while queries annotated “X (leak)” leak confidential data.

Table 5: Applicability of zkStream to the NEXMark queries.

133.6 0.37-367.7

|11.8:322:0.83-448

|11.8:32.2:0.04:063-44.6

129.7 +0.33-355.5

Ja.2+
a2

+0.79-32.1
0.04+0.59-32.0

1335 0.37-367.9

K
J11.7

083-44.6

0.04:0.63-44.4

mEE Compute witness
Generate proof

= Aggregate sigs

W Verification

54.4. 0.04-144.7
+0.38-13.6

0.02+0.18-13.5

multi-sig

0 100 200 300 100

Time (s)
Figure 4: Breakdown of the end-to-end latency (in seconds)
for four queries of the NEXMark benchmark.

benchmark, the second optimization has less impact than for the
DEBS challenge, as there are only 500 signatures (vs. 4156 for DEBS),
reducing the benefit of aggregation.

Queries 4, 5, and 6 consist of two steps, for which the data is
partitioned differently. We therefore have split these queries into a
pipeline of two operators, which are invoked multiple times. For
example, query 4 finds the average price per category: a first op-
erator is invoked for each auction to find the maximum bid, the
data is then repartitioned, and for each category a second operator
calculates the average. Hence, it consists of 25 invocations of the
first operator (taking on average 449 ms to compute the witness
and 1223 ms to prove, for optimization 2) followed by 5 invoca-
tions of the second one (average of 112 ms to compute the witness
and 315 ms to prove). Our benchmark executed these sequentially,
hence the results are simply the sum of the execution times of each
operator invocation.'* However, these queries allow pipeline par-
allelism and concurrent execution, and in a practical system, the
different operator invocations could be executed concurrently.

If we compare the four queries, we see that query 4 and 6 are
very similar: both first find the maximum price per auction and then
average these, either per category or per seller. Consequently, the
performance is also very similar. Query 5 first counts the number of
bids per auction, and then selects the maximum. This requires more
computation in the first operator, but less in the second, leading
to an overall performance that is slightly better than queries 4
and 6. For query 7, only a single operator is needed as data does
not need to be partitioned: this query fetches the highest bid across
all auctions. As a result, it is much faster than the other queries. In
general, the fewer times data must be re-partitioned during a query,
the better performance will be. In practical systems, it will also be
important to structure queries such that the greatest reduction in
data occurs in the earliest operator.

14, 25 X 0.449 +5 X 0.112 = 11.8s and 25 X 1.223 + 5 X 0.315 =
corresponds to the numbers for the second optimization for Q4 in Figure 4.

s, which
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6.5 Lessons learned

We share some of the lessons learned while developing trustworthy
streaming applications.

First, developers must take into account the specific performance
model of ZKPs. Algorithms and data structures should lend them-
selves to use in an arithmetic circuit and should be implemented
with performance in mind. For operations like sorting, searching,
or graph traversal, developers must resort to specialized techniques.
We developed several gadgets for this, but more may be needed.

Meanwhile, it is tricky to avoid bugs. Existing work [2, 50] fo-
cuses mostly on integrity errors, while confidentiality errors are
less well studied. However, in our work, we see these are also easy
to introduce, e.g. by not salting a hash or not properly considering
the leakage profile. Compiler optimizations could be developed to
improve performance automatically, as well as static or dynamic
analysis techniques to detect integrity or confidentiality bugs.

Moreover, as a commitment must be generated for every confi-
dential input and output, sensors should serialize to formats that
are cheap to parse and should use a ZK-compatible hash function.

Finally, application’s architecture should be considered carefully.
In the DEBS challenge and some NEXMark queries, programs can
be split into different operators thus enabling pipelining and paral-
lelism. If this is not possible, performance is severely hindered.

7 Security Analysis

We revisit our adversary model (Section 2.3). Our approach is robust
to the following attacks:

v/ Manipulation of sensor results after they leave the sensor.

v The processor using a different algorithm than specified.

v/ We can detect if the processor drops inconvenient sensor read-
ings. It is up to the consumer to decide whether this is considered
an accident (e.g. network issues) or malicious.

v If the processor’s hardware is compromised, integrity is main-
tained. We do not require a root of trust in hardware.

v If the processor’s software including the OS, platform libraries,
or other programs that run on the same device are compromised,
integrity is maintained. Our trusted computing base (TCB) is
limited to the ZKP platform (e.g. ZoKrates), our gadget library,
and the user’s query. This code is open source and publicly
verifiable.

v Physical attacks of the edge device cannot break integrity.

v After the result has left the processor’s site, network adversaries
cannot compromise confidentiality or integrity.

The following attacks are not covered by our framework, but
must be mitigated using other techniques:

X Incorrect sensor readings, whether due to a faulty sensor or
deliberate manipulation. Some sensors are more vulnerable (e.g.
thermometer) than others (e.g. wattage meter). In some cases, it
may be possible to correlate with other sensor data, verify results
post-hoc, or use hardware-based protection mechanisms [29, 49,
71]. It may also be necessary to transform data before usage
using a verifiable technique [24, 41, 59].

X Physical attacks to acquire a sensor’s secrets, in particular its
signing key. This may be protected using hardware-based secu-
rity like Trusted Platform Modules (TPM).
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X Attacks on the ZK platform, e.g. exploits of bugs in the compiler
or the program. This code should be open-sourced and verified
by both prover and verifier.

X Reverse engineering sensor readings from final results. E.g. in
the load prediction case, by storing subsequent predictions, the
energy supplier may be able to derive an approximation of the
average usage over the last 30 seconds, as well as detect patterns
(e.g. if the user is at home). Even though this is explicitly allowed
by our leakage profile, this may be unexpected to some users.

X If the processor’s hardware or software is compromised, integrity
is maintained but data confidentiality is no longer guaranteed.
Similarly, an adversary that intrudes in the processor’s internal
network can gain access to confidential sensor readings. It is only
possible to protect against this if the sensor encrypts its outgoing
values, which are then processed in a TEE or FHE setup.

8 Related Work

ZKP & Streaming. ADSNARK [6] and Fiore-Tucker [27] use ZKPs
for a streaming set-up similar to ours. They present a homomor-
phic signature scheme by combining it with commit-and-prove
SNARKs [18] to achieve a system that can prove arbitrary computa-
tions. Our system allows sources with different keys, and operator
pipelining. Using lazy signature verification, zkStream is also com-
patible with existing signature schemes and likely offers better
performance.

zk-IoT [66] is a framework for distributed computation over IoT
devices, using ZKPs to guarantee computational integrity even if
devices are malicious or compromised. This approach has a different
set-up to ours: it is comprised of only IoT devices that communicate
with each other; there is no explicit data owner or consumer.

Distributed and Hardware-accelerated ZKP. Recent work has ex-
plored distributing ZK proof generation on clusters [40, 51, 68, 85].
However, these techniques require trust in the cluster owner to
maintain confidentiality, while our use cases focus on generating
proofs at the edge, where such hardware is not available. There are
also techniques that leverage GPUs [36, 52], ASICs, and FPGAs [65]
to generate proofs, which could also be applied in our framework.

Trusted Execution Environments (TEEs). There is extensive research
applying hardware-based security to streaming. Most approaches
run computations server-side (i.e. the consumer in our approach)
and thus focus on protecting confidentiality [35, 46, 74, 87]. VC3 [74]
applies SGX to MapReduce, but can be susceptible to side-channel
attacks. Opaque [87] presents a technique to hide access patterns;
however, it requires the Spark master to run in a trusted domain
(i.e. at the processor in our terminology). These systems do not
necessarily provide public verifiability, and have a relatively large
Trusted Computing Base.

Unlike the above approaches, Streambox-TZ [62] processes data
at the edge, and proposes optimizations specific to ARM TrustZone.
zRA [26] combines hardware-based trust with ZKPs to provide
remote attestation. By only requiring limited hardware components,
it is vendor-agnostic and likely less vulnerable to hardware exploits.

In contrast, zkStream offers a purely software-based approach,
which provides both stronger cryptographic guarantees in theory
(relying on mathematical assumptions instead of trust in hardware)
and better updatability in case of an exploit. This makes it suitable
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for deployments at the edge or in other scenarios that demand
strong integrity guarantees in a hostile environment, as discussed
in Section 2.4. In return, ZKPs impose a hefty performance penalty.
Hence, whether TEEs or ZKPs are more suited for a streaming
application is a trade-off between the required trust guarantees,
performance or latency thresholds, available hardware, cost, and
the specific algorithm that is executed. Moreover, a hybrid approach
could combine both, alleviating the risks of each individual system.

Finally, we refer to Russinovich et al. [69] for a comparison
between TEE and ZKP, and Popa [64] for a comparison between
TEE, FHE, and MPC.

Verifiable Data Streaming & Verifiable Computation. Another line
of research focuses on Verifiable Data Streaming [43, 72, 73, 84],
where a data owner streams data to a (potentially malicious) server.
TimeCrypt [15] present a key derivation tree using homomorphic
MACs, enabling confidentiality and access control. Unlike these
works, zkStream aims to enable the execution of general-purpose
functions. They design custom cryptographic tools that are likely
more efficient, but not general purpose. The works above also focus
on malicious storage providers for data streams, while we allow
pipelining of multiple operators, therefore requiring provenance.
Hence, we consider these primitives, including Authenticated Data
Structures [58, 61, 78], to be interesting techniques that could be
incorporated in our framework.

These approaches trace back to Verifiable Computation (VC) [28],
in which a client delegates code execution to an untrusted server
and can verify computational integrity. However, this violates con-
fidentiality. Consequently, Pantry extends VC with private state
stored in untrusted storage, and applies it to MapReduce jobs [12].
This work has been extended in the ZKP community [18, 23].

Homomorphic encryption (HE). MrCrypt [79] and Styx [75] use ho-
momorphic encryption to provide trustworthy stream processing.
In this approach, data is encrypted by the client and processed
server-side using an HE scheme. HE is an interesting alternative
to ZKP, but likely has worse performance (as operations work on
ciphertexts) and a more limited set of efficient operations (e.g. multi-
plication is more complex and multiplicative depth is limited) [64].

9 Conclusion

This paper presents zkStream: a framework for trustworthy stream-
ing applications based on signatures and Zero-Knowledge Proofs.
A streaming application is trustworthy if it preserves the confiden-
tiality of sensor inputs, tracks the data provenance, and guarantees
the computational integrity of results. zkStream consists of an archi-
tecture that supports typical features of stream processing systems:
aggregation through a set of optimized aggregation gadgets, the
combination of real-time and historical data using confidential proof
chaining, and caching and pipelining. It also includes two optimiza-
tions — lazy signature verification and compact multi-signatures — to
make streaming applications feasible in practice. As a result, despite
their hefty performance overhead, this paper offers a proof point
for the feasibility of ZKPs for streaming applications where trust is
critical, opening up a path to new use cases for trustworthy stream
processing.
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