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Use cases of ZKP

Payments & Blockchain

e.g. Zcash: shielded transactions,
zk-Rollup

Privacy-preserving analytics

e.g. zkTLS,
Private set intersection
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|dentity & Credentials Voting & Governance
e.g. Verifiable Credentials, e.g. ZKVote,
Polygon ID: selective disclosure DAQO governance

zkML & Verifiable Compute

e.g. zkML, zkCNN: verifiable ML
zkVMs: general-purpose computation
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Telemetry set-up

Customep Hardware vendor\
NOKIA

———————————————— -—>

@-E ___________________________________________ Ly B @

S s il
B Analyzes data for:
Collects logs, system states, - Incident diagnosis and resolution
\__________events, operational data, J - Security monitoring —
configuration parameters - Predictive maintenance

- Future product improvements
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The customer cares about confidentiality

~
Customer

Collects logs, system states,
\________events, operational data, y,
configuration parameters

Customer does not want to share A
commercially-sensitive or privacy-sensitive data.
E.g. IP/MAC addresses, names of systems, information
about competitors’ devices

Customer may define a policy of acceptable
data use and transformations.
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Analyzes data for:
- Incident diagnosis and resolution

Hardware vendor\
NOKIA

- Security monitoring —
- Predictive maintenance
Future product improvements
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The vendor cares about authenticity and provenance

e N N
Customer Hardware vendor
NOKIA

EONRRRLLL > Ed o
@ - ‘_—: —————————————————————— >
______ =L o

Redact/Sanitize data
according to policy
g J \§ J

How does the vendor know this data 4

was processed correctly?
Not doing so may be in the customer’s

interest!
The data should be authentic.
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Telemetry on end-user devices
E.g. energy management in your home

Solar panels Tt~ - ‘
@' = -léj ——————— : _——— El —————————————— >
Home battery == > I -

e N
Your home
B
| + Sanitize to guarantee
Electric car privacy
_ J

You do not want to share private data.

E.g. when you are home, which devices you are using

N
Electricity grid operator

Interested in telemetry data for
optimizing the electricity grid
A\ J

How does the operator know this A
data was not manipulated?

This may be in the customer’s interest!
E.g. shift consumption to off-peak hours

The data should be authentic.

Swalens, Hoste, Heydari Beni, and Trappeniers (2024). “zkStream: a Framework for Trustworthy Stream Processing.” I\C)<I'3A\E LL
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Requirements
for trustworthy telemetry systems

Vendor manufactures hardware or software that is installed at the customer’s premise.

The customer desires:
"-D Confidentiality: sensitive data must be
redacted or sanitized

Computational integrity: sanitization must
— | happen according to predefined algorithm

-~ (encoding the policy)
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The vendor desires:

Authenticity: original device data was used,
no tampering with input

Computational integrity: sanitization happened
according to agreed-upon algorithm,
no tampering with output
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Protocol: 1. Device signs raw data

e N
Customer
l .. l ~~~ @xa

___________ >

=) S >

0 == >

[ .. ] ——— @2
Collect data

x &sign it )
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Protocol: 2. Prover redacts data and generates ZKP

—
—

_______
_______ >
D >
0, I ¢
A o=
(c)----- B
i

Collect data
\ &sign it
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N
Customer

In ZKP:

- Hash input

- Verify signature

- Sanitize according
to policy



Protocol: 3. Verifier verifies

Customep Hardware vendor\
NOKIA

—
—
—

2 P . :
= E :@------El@ ______________ -0 O
Eﬁ —————— @ﬁ Verify ZKP

In ZKP:
Collect data - Hash input
& sign it - Verify signature ~ g
- Sanitize according
to policy
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This protocol guarantees

‘:\3 Confidentiality
sensitive data is sanitized by customer

—] Computational integrity
o~ ZKP proves that sanitization happened correctly

—~ Authenticity

@ signature proves that original input data was used;
ZKP proves that output was not manipulated
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Performance is a concern for large log files

We deal with large log files!

Some files are over 60 MB: > 1 million lines of logs, command outputs, diagnostics, etc.
(For resolving incidents, more information is better.)
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Increases linearly with input size
800~ Proving a 10 MB log file takes 26 minutes...

Prove time (s)
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200-  Around 12 seconds for <T10KB

271s
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Input size
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100 KB

Performance breakdown

14

Read input &

fixed overhead W Hash B Signature verification B Redaction M Verify output

Time (s)
0 5 10 15 20 25 30
I I I I I I I

Naive

In ZKP:

- Read inputs

- Hash input

- Verify signature

- Sanitize according
to policy

- Verify if actual output
matches expected
output
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100 KB

Performance breakdown

Optimized hash

15

Naive
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Read input &

fixed overhead W Hash B Signature verification B Redaction M Verify output

Time (s)
10 15 20 25 30
I I I I I

In ZKP:

Read inputs

Hash input

Verify signature
Sanitize according

to policy

Verify if actual output
matches expected
output
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Outsource signature verification to final verifier

—
—
—

Collect data
\ &sign it

—
—
—
—

S -
-— -

Requires a salted hash to 4
prevent dictionary attacks.
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Customer Hardware vendor
NO<IA
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----- o s N | 255 X A | 4
=] o
In ZKP: [ ety ZKP
- Hash input and Mty slghatures
output it L J
VAT v
- Sanitize according
to policy
Forward signature(s)
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100 KB

Performance breakdown

?f;jdgcgﬁzéd B Hash B¥@®  Signature verification B Redaction W Verify output
Time (s)
0 5 10 15 20 25 30
1 1 1 1 1 1 1
Naive 21% 34% 24% 15% 5%
Optimized hash 32% ® 37% 23% 7%
In ZKP:
Optimized hash P ) 6 o _ H
No sig. verif. . & 5% LR Read InPUtS
- Hash input

—Verify-sigratare

- Sanitize according
to policy

- Verify if actual output
matches expected
output
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100 KB

1 MB

Performance breakdown

Read input &

Vi fixed overhead

W Hash

o

20 40
1 1 1

Naive —PA/3 34% 24% < 15%

NP ENIERRE < 32% Se 87% < » 23% %

Optimized hash 9 N 360
No sig. verif, S 5%

Optimized hash

Optimized hash A
No sig. verif,
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B Signature verification

Time (s)
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I
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B Redaction
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100 KB

1 MB

Redaction using regular expressions

] Exe:ddc;cgméd M Hash B Signature verification B Redaction M Verify output
Time (s)
0 20 40 60 80 100 120
I I I I I I I
Naive SOPAI <L 2% A5% Y
Optimized hash —REZA I TA/ S /e
Optimized hash 51% "2 36% = . . .
No sig. veri, Compile regex ahead-of-time:
Optimized hash 2 X _
No sig. verif. 67% :‘3—“\03 3 Speed Up
Regex AOT 2R
Optimized hash 45% 7% 10% 35% 4%
Optimized hash 50% 8%

No sig. verif, e 6%
Optimized hash o Compile regex ahead-of-time:
No sig. verif. 58% \ 9 \ 28% 5% :

Regex AOT 1.5 speed-up

Work in progress: specialized instructions and optimized combination with commitment
= ~15x speed-up compared to original

Related work:

+ Raymond et al. (2023). “Efficient zero knowledge for regular language.” NO<IA
In /nternational Conference on Security and Privacy in Communication Systems. BELL
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* https://github.com/zkemail/zk-regex
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What about: memory usage, verification time, proof size?
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Results on Apple M4 Max, 64 GB RAM - real systems are more limited!
Using OpenVM v1.5.0
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Summary & open challenges

We have been exploring a novel use of ZKPs for verifiable and confidential telemetry,
guaranteeing confidentiality of sensitive data for the customer,

authenticity of the data to the hardware vendor,

and computational integrity of the predefined sanitization algorithm.

Customer Hardware vendor
NO<IA
-8
e MR ’@ EB )
@ ________ y—l----1-" e > @IE}
&----TE o

This has required many tricks and optimizations to improve performance,
and will require even more for large inputs.

S i Voo
Time (s)
: - Hashing, commitment to input
- Signature verification

- Parsing data

- Regular expressions

- Encryption/Decryption
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Other challenges:

- Long-term support
(decades!)
- Standardization?
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Copyright and confidentiality

The contents of this document are proprietary
and confidential property of Nokia. This document
is provided subject to confidentiality obligations of
the applicable agreement(s).

This document is intended for use by Nokia’s
customers and collaborators only for the purpose
for which this document is submitted by Nokia. No
part of this document may be reproduced or made
available to the public or to any third party in any
form or means without the prior written permission
of Nokia. This document is to be used by properly
trained professional personnel. Any use of the
contents in this document is limited strictly to the
use(s) specifically created in the applicable
agreement(s) under which the document is
submitted. The user of this document may
voluntarily provide suggestions, comments or
other feedback to Nokia in respect of the

contents of this document ("Feedback").

Such Feedback may be used in Nokia products and
related specifications or other documentation.
Accordingly, if the user of this document gives
Nokia Feedback on the contents of this document,
Nokia may freely use, disclose, reproduce, license,
distribute and otherwise commercialize the
feedback in any Nokia product, technology, service,
specification or other documentation.

Nokia operates a policy of ongoing development.
Nokia reserves the right to make changes and
improvements to any of the products and/or
services described in this document or withdraw
this document at any time without prior notice.

The contents of this document are provided

"as is". Except as required by applicable law, no
warranties of any kind, either express or implied,
including, but not limited to, the implied warranties
of merchantability and fitness for a particular

purpose, are made in relation to the accuracy,
reliability or contents of this document. NOKIA
SHALL NOT BE RESPONSIBLE IN ANY EVENT FOR
ERRORS IN THIS DOCUMENT or for any loss of data
or income or any special, incidental, consequential,
indirect or direct damages howsoever caused, that
might arise from the use of this document or any
contents of this document.

This document and the product(s) it describes
are protected by copyright according to the
applicable laws.

Nokia is a registered trademark of Nokia
Corporation. Other product and company names
mentioned herein may be trademarks or trade
names of their respective owners.
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